&wﬂﬂ-um S+o|+e Commi—\-mzﬁs (&SCS)

So far, we've owly [ooked at commitments +o clussical biks,

(on we Commit +o quantam Statest

() R

] —£5

od s o b o
Novoson: |7 resister is M (dor “messane’)

09 cyister s V(o “weridy”)
Synfl-v\x losks the same a5 Guantum \ait commitments (&GG)/
exepr we replaed m with [¥]. Bur this one Chanse makes a
big dibferenct (09, # +he sender has D ad she receiver has C,
who  has |‘+77,)

Nex obvions : what  does Security mean Jor (S(s?

[amz23): Binding, for QSCs  shaald guarantee Hot oae Hhe  Seader
ojives away C, any edlicient operstion i npplics o D either
~takes the openny inwkd, or

-is identity on the messose Spoce.

Definision: T+ Wis an operoter on M (+he messane space),
va (om (WM'IV) C:m danores o “logicnl W

Adv Chol
(D

= / Meagure
x %
9 D) Vcr'hty ((_ /p) Com (Iolo X@\) (&
2.) betod. Samp\c Wé‘iI, X2, X.z%

Nb
B Ay W

\O' Qs )o'mAM:)" V &PT Aé\// Pr[b’:»,] é_JZ-J-nebl

Eq,wvalenlrly, My cat detect o rondom Z (\o'w\A‘mb in he
Standard basis) or o M&wm§ (bmcl\r\:) n the Hodomwrd th.IS),

\/\/bly s definivion &
Lev A be +he adew/s attack®
aS D) 5 oy @ o~
A= IMe \,\/[x+ )(Me Wwa- ZM°W 2 pER W(n‘)
I—(— A mups Vold commitmends to Voalid commitments, +hen

- Tnolility 4o detect & S(\'MQ’W(X)/ %Mew“*) e feg (opem-l-v Rorm)
- Toobilty to et X7 ZwoWD K200 o g

50 all A con do on Mis Tn!

Novtce +hwt X'2° Com?\ei-tly SCrambles  Gny  quantum  Storke.
So GSL bindingy says thor D alone hides the commiried messone.

Ths, hiAi@ ond ‘o'll\&'m\v) are “dual’ notions For QSCs.

Hiéig for BSG* C alone hides the commiried messnae.
&/ C_'f\n\ /Meusure
) Veriy () Com(T€10XS1) (o
Dbefo. Sumle WEFLX 2, %23
# App\y w®
\\(I;' l—\iéin:)? Y GPT Ady, Pr[b’:\oj .l_“i“'ﬂejl

¢h

A‘)p\ico\ﬁon" I GmoGD 15 st loinding / comp: hiding,
We Can Switch C ond 0 ('ll., send O 4o commit, - o?EVI)
to ge+ o Comp. ‘o':mlévg/ Stat. lq-'J.'no Scheme!

Constracting, QSCs

(D) Wy GSCs:
To commt +o “?7/ Snmple @,l.,)l— ?0,\51/ Send
X“Z“’)‘D, Com(q,r), (om(‘o,r')
-

Decomas by sending el con we GRCs,

@ Suctinct @SCs:

(Sucdvlc+: Commtmeat is Smaller +hn He messooe)

QsC \a‘nAing deb supgests: encrypt [$) wivh shwr kays.

Suppue G808 508" is o PR
To commia to n-qubir 1), prepare

AL St A
kefo o

and .Set\A C ("/z 1«‘0‘45).

B‘méinb': e D part looks Mosimally mixed Ly PRG security,
(In foct, weaker-Hua-OWF  assumptions SwH—ice)



Cryp‘ho)rﬁ Phy ‘GNM QSCS

Commitwents +v classical messnoes enoole  Zerv-knowledne prooks

and  Succinct  argumeats Lor NP
Using QCs, we can generalize vhese provocdls Yo GMA.

QMA= dassiml Statemmmds with e(—&idcn’r\y
verifinble quantim prooks

GmA
Chdement X

P v
D P commits 0 o Froo-(- IT\> commit

2) V' sends random d"“““‘()c : chollenge
response

quentum witness / quontum Pcp

3) 14 ogens Some ot the Commik ments,

r‘wmling Pnﬂr ot +he ?roo{-

2K for QMA [8620, cIM2L3): Tustantiate template with
hiding, RSCs  (md o porkiulor @MA~complte problem).

Qum\-um Succ‘mc+ Arguma%s [CM?_Z, GJMZB}’ Tnstantiate
templote with 4tree of succinck QSCs + quantum PCP.
(Qunn’rum Mnlcy\e ot Kilian's Prm\ocol)

mewm ree= quantum prw% Mot can be  checked
57 looking at o few qubits.
&unm\um pce Conjed—uﬂ" These exist for all of @MA.

Prov'm:, Sewritz

For clossical provocals, we prove Security by rtwinding
the proer 4o extmet the prook R (wimss/PCP).
<5 recoré

P i?“*’“ EE/EEiDID

n

We proved Post-quambum Security i two Steps:
@ TE vhe commtments are tollapse- binding,

Measuring 2 . Measaring the boi+ V(c,r,a). (Lechs 14 LF)
DT w oy measute | bit, we can repac

Yhe proer’s state behre the necr query. (l.edwe 'ﬂ

For QMA prohcoIS, Sfep @ no lm?,e‘ sutfices
TS not envugh +o measwre +he respnse i we vt +o ekt

0 quantum P"’"‘( |7y.

In+u;+ive|y, we need o Swap owt the proer’S onswers ondo oa

externl conister, which will evntwlly  becme the extmced prook ™.

Iy-[ + 199,
B o1 %’ o1 5"’9”;\9
— ~ r
)= 19 P 4y Yt ey

extracted prook [R),

For 4his +o work, this SWAP must be wnderectable.
Forhm%ely, ot exad-ly whot  @SC bindino) Sumnms!

R3C binding : Adv cant detect i+ Hheir Committed message

iS Swapped with Movimally mixed Jumk.

Whie whis is +he hioh-lesel iden, +he full proct mer haadle
Several ovher isswes ot we woit discus in detwl +oday.

Rouply, +he prodlen is +hat the [CM3221] “repuir 4o Lechwe
Pequires ok dhe redaction:

(®) can verity/open Commitments (4o estimmie Sugcess prde), bk
© cort bieak binding of Yoo Commitmans,

Bur for QBC/QSEs, (B) only holds th He redutim

dogsnt have (, bwx 4+he reduction neds C b @.

Notet This isnt on isne when +the commitment is clagsicol.

):GSMZB] resolves +his by giving the reduction o veiikionion orade,
bowr proving ot Yt oracle  doegnt Compromist.  Setulity is Guite Sultle,



Pseadorandem Shockes (PP\S)

PRS= Quantwn Stotes +hot apear More fondom thon they relly ore.
(+ e-(-licienﬂy Construckible)

LILSI8] A 4-topy PRS is o set of 7' efxiontly preparable

N-quloir  pue Stotes %Nﬁi\(qw@ st Ahe dollowiney are indiskinpishelsle:

'Pseujor‘w)om? qu\e ki—‘{o,\s)\ ond owtput H’Q@t
“ Hoac randow Somgle n-qubit Ponr Coadom (7€ Hoar, output ™

More compacty, E ‘V:e’)cc g yot (For o pue state |1,
ket YeHme we'll weite Vi=[$YH

Recall: An n-qubit Hoor- Condom stote [$) ts o random point on +he
witt sphere in (2. We con sample [4) \oy picking A inéepen&«& Complexc
Goussians ?g,zs and owtputting )=t S alw.
xetoid®

'Sins\e-covy PRS (e=1): Tn +his case, %EHI_ is the movamally mixed
Stote, S0 Hoar-radomness doesnt “mokter’,

Ta foct, quontumeesS st necessary An7 PRE sotisties Sing\e—cwy
PRS Security.

'Mu\*a-copy PRS: For oy t= goly (),

8t
E Yo EV®
kefo i YeHmr

T gorticdar, construckion of Yy con't depend on .,

e "
Conseeuchon: wg:é(s;n* b9 whee S 40,8550 15 o
)

xto,
post-guantum pseudorandows Function (PR¥)

Tn o moment, well show Hhd Hus 1% is "Covhpm\Hmlly" Hooe randow,

Whet  We Kaow About PRSs

D Whea do +hese primikives require (,omfv&a\n'mo\l Yardness 2

~ bor se-cogy PRS: n>X requies  Computational hardness
(inekCicieat attacker Con meusare T= 20Nl 1o diskingish).
neX can b wnondivionally secure (ie, *and). Se+ 119=1k.
- For malti-copy PRS: nZlog \ reqyires  compuetmional hardness. [AG-GY22)
Thi Con be proed by amlyziny the symmercic sbspace, whic well
See later 4odny.

D) Wt kinds ok assumpHons o needed?.
“PRGs wgly singde-copy, bud conld even Weaker assamptions Subdice
Probobly ! [KOST23) (from st lechwe) Showed oo Singe-copy
PRS cun exist relokive Jo an oracle ot Sohes any NO problem.
* Thues olso evidente Ho malti-capy PRS can exist wjo OWFs,
bt e eidence s weaker (see [Keebsmer2), KCQST23T).

3) Wha are +he applicattms 2
* Single-capy PRS imghes (BC/RSCs, omd hene subbice for
2ero-kaowledgp proods, obluivs Aransher, aad malkiparty computeion
[e8Cs %, Buem), 6LSV2Y, ARY 22).
’Mwlﬁ-copy PRS ‘mplics s\vble-copy PRS ond much wore:
EX:'privvdt-key quantum oty w] verikioton aueries [IL918),
- one-time secwe encryphion w| shark keys [AGyz2),
- Succinct QSCS/ Succinct oropments ):G'SMZZZ],

COV\S‘\'(ucHub (Mulh'-(:hpy) PRS fam Owhs

An nequlir Foor - randem  state. regires 2 Condom \ts o Specidy,
Ideo. [JUW}' Vse (Fos+-Quu&um) p}euda'{‘m!m I’lmCh‘M (PKF)

Detour: Post- Quovirum  PRFs

(Classim\) PRFS" E“icien{-y Compn*vblc '{'amly ot Lunchons i‘h}&
st. dw ooll eflicent odessaies Ady,

oracle ocess +o el €
&‘/ \+

kepfronih [NV K l& —&‘;:va\A& 7 I}
(-(- s o um‘{d‘nly)

Fondom  Funchon

For +e&ny,
&K; lio,[iﬂﬁ éo,li

= ncg\ ()\)

Vns’r-ollum’mm PRE  [Zhwadyt):
QPT Adv can gy £ in superposition:
Z 4ol 5 fadbilbotiy

Theorem [%hm&yll}- The [GG—MZ‘{} PRE s post-quantum it
Hhe wndellying OWE s post-quartum

Warringi Secuity aginst Superpusitin queries dots not Follow yeneriolly
drom clussiol PRF security + pogh-quankum  GSSumpion.
(5.5. J212) shows Hur yon coa embord o Faadom  perind
into o PRE +o make i+ insecure ogoinst quantumr  quecs,

bat SHIL secwie gqpinst classical-query  guantum qmckm)



Muls-Copy PRS from Post-Quantum PREs [JLSI9, BS20, AGRY23):

Kty inoyedieat: b\nwy quse States
n [¢
For £:40,3 2403, ot l‘l’47’=2(-“l)& o
xebod
PRS ConStruckion® PSequrw\Jow\ b‘-flnr/ Phase states, ie.,
%N{"‘\ﬁkéiollﬁ" where i‘f-klﬁ is O post- quantum PRF.

Note - l‘-h) i eHacim&l/ construchible given k.,
) - jam 0/ v " .
(© Pregore (x‘éfo’l\;;)@n (Medamord o IO7II7)
@ Evolwnte h'-lx?l\,)—)lx)[bo&lﬁ) in Superpusition:
e e
A 5',‘)0 o(In-10) 25 2 1570 () 6()007_“7): %l—l)‘ wlx)@l—?
x

A —— ’\[)iscurd +his.
H’ﬂg

For mAl'H—cup)/ Seturity, we need 4o show for LY ‘t=po|7()~),

E Vm EV™
kefo 3t Y&Hoar

Proot overview: PRF Secufity

A A P
(ketort)) (h-io,ﬁ;’) (Iv?euw)
Mare *(-lely'-
) Switch +o a widormy roadim lainwy phase  State:

E Yo'n E ¢
$e e
kefo 3t : 40,1751" 5

Statis tical
/

I‘P AJ\I Con &is'\"mguis'n these mixed Stoves, W CaA
break.  PRF Se(_uri'h/ by querying +he oracle (eb«her fo o rondom Q
1 tims do constrack |"|’;,‘DM or H’QWC and Cuaring Adv.

teace distamce

2) Thows TO(E %% £ 424)-6(-5)
32

V&Ranr teson

This was Conjectured b)/ [3!,5[3} md loter provea by ZESM}_
[ACRY2V+[Ma) qar o simpler proot, which well see adey.

First, well need 4o wnderstand +he symmedric Subspace.

(d =2'| n owr Se-H-inﬂ)

P
Detour: Symmetric Sospnce  For d=lacal dimension, 4= 4 of systems,

the Symmetric Sulosfmce S)’t”f is the Span of all statres jnvariant
wader permuting the £ systems.

T permates the t Systems

Dets §s= ST RIA-61 Y pumetoios 76503
Cloim: Sym‘u: Spangl‘ﬁni H/?é{dg. (\/\/(’. wonk prove +|/-‘.s)

32

Exomple: 873,£=2, Sy = Span 3 (a0 +alrs ay19)"": (st d) € €3

St s Al + 471227 + 9339 + &.dz()n)&lzﬁ)_' ‘ 3%

ym pons % +d.d;(|l37+'3'7) Fdads (Iz!7'r|!2)) (» ,dy, d3) € C
Underlined  Vectors are o b’"i for Sy:n'L
For 7‘_‘ (V|,Vz,.~-,v¢)é[4}t/ \C‘{' t (_(\7 \)e "'Lll_ d"&:"\ Vechrr

P
whese entry s the # of 4imes | appears in (v.,_.,vt)_
Le{- Pnl“\'dﬁ:; é (_C.,..,,Ld)" £ G=¢t ond each 63303
\ ie[d)

for uPAf-\—‘r\-‘-on“
 [a¥a-
- (%)

No’&" By a bulls-mé-b'ms argumn*, IP”“‘M

For any Te P”'“Jzt/ le+ lT\/peT73= 2 |V>
typg(\?’ﬁT

T\/pe Veckrs gje on extremely Uetul  Choracterization of 5)”"4/6'
Uoim Symd,,, = SPM% |T\/peT71 Te Pnr+d,¢§)

Clom: B V% = E [TypeXTypes|

YEHaare T& Part 4t

Rousyhly, VEHXM is an operator Hut (i) has imwge € Symye, and
(i) commwtes 1) O o ony
unbary U on c
Representation theory (Schus lemma) Says Hur +he oy opems
Sokishying (i) aad (i) is  proportimal 4o identity o0 Symase.

(Fcl‘ Proa'{'s/ See. "Tka Church o the Symme&riL S\Ab5‘)ﬂ€c“ 107 H!«rr\\v-)



TL\MS, it swflics +o Show

"I’ E |T T Ty Tl |2 il
TU(%EWS’ ' /T<—P.HJPCXW l) 9(2“)'
g
£lx)
= (- : - ¢
Define |02 L (é ) m)e o(ém m)amF

(inkr‘prrﬁ-iﬂj £oas o fuackon 5508"910,0 or vecwr ¢ ?‘71‘31)
ot

Observe: Tr (X)= 450’5,” 2

Weire |X) with +he phae on the F part:
K= 5 Wod £ (3o
Xy X Fehos
(‘(x) 'S'E; where Q,(E‘io,lg is | only ot Mdex X)
1) = 2 lxv e H lex,e 90x),

Sinee F gens %rmd owt, We Can iqnoe the per
Key Obse rvation Qx,$"'9€x¢=+\/pe (X.,..,Xe) mod 2.

= lintype (x,,..%s)
Aside: This observavion is +he basis of “com',rweé ora.de;' [Ekmd/yl'ﬂ,
which smps Hot queryieg o Candom orsde 15 equivleat o oppying o waiwy
ik recrds Hhe type ol oll queies made So o (ma& sise of oracle rfae).

Moreowr, i+ oll enties of  x=(x, -, Xe) ore diskinet, ty,ze(;)ﬂ,,'m:fy‘,e(i)_

LG;\' IL)\V\“‘\/FCT7 \,M%'QI:-))T

# of % biatype(R)=T
Pr= Znt
Then B W**=Tr (%)= £ pr lbimyperXbintype.
et
Let Distict = 5T Te0, and Hammingigs (1)< 43,
be’ oll Tépiﬁ'md-, l'l'yF¢17= lb"""'yl"??v

To conclade:
U) A Candom ‘Eypc TE Part T4 is in Dis+hc+ w/ Qﬂib 9(&‘/2"),
So TD( E \yot ITYKTYT‘/P"r) CE/Z

Yebor 1L igint
Q) A ondom (Xyy %) hos Typ:(x.,._,)g)éoiml w/ pnlo e(¢/ 2.
© T E _¥* ITyMXTwaD:Q(‘vZ/Zn)

{.‘-io,@ 7 Teistinct
Swee TD is transitive, Tb( Eve £ R/ =QC{2/2")- Dove!

Vehor [y g0

Exercice: Extend +his fo  4he case whee (1) & reploced  with

Candom Kkt roks ok waity  for any kz22.

Pseadoentanoled Stutes
leﬂ'ly y U\E F&Vze 7_51 PfoPoseJ pse ado-tntangled Stales,

which ove States Yhat appear moe eskounled Hhan they veally are.
Consruckion: 2('\) ]X7 where S;‘?O,\Sw is 0 psendorandim subset
ot size Z , where L ocan ke any w(l:,n)
Oserveckion: The “entovefement uhopy ocrss oay et is €L

(Sowe construction agpeses in (865523, bus v/ diblnt ogplcations)
Sy states cun be buily fron OWFs ()M— reguires  Some core).

Key temical Stegi Show +hot Bor o SCE0" of size 25 (L=ully)
and cwndom £ 521003, £=pily(n) copies of
Yo o= 2(0 b is statisticlly close 4o E ¢&°
YEHowr
To proe His, we yust need fo show +he follawing cve S, clost”
* Outpwt & independeat m«lm Xye Xe € §O3)
. Snnyle rondem Size 2. -Sllc subser 5‘?0;\73 +hen  outpat
£ indepeadeat tandom X, %6 S
These ove somtistiaally close becawse the 4wo digtiburions o

ideavicl  iF we cmdittm on the et Hut oll xi ore dighinck,

Which  occars w/ Fregl(a) prob in both cuges.

Using Yt foct, the ype Veckor Pfoo*" alodve ¢y0es ku:)l«.

One lost +‘mna \A/ky do multi- -eopy PRSs require  Compububionc
hordass or owrpr leayHa Loy X2

Answer: A onrput lemph o}, Hhue exiss t=ply st
x
Sym(;:x/c hos  dimen sion (t+z\-|>7z.

Then +ts  cyves 2 Veckors ém"‘%mﬁ ot oole
indistingichable  from e meximally wived St on Sym, ¢,
Which  has  dimension 2 This coa be dighingaished ineldicieatly
(it &n>22, say).

This 15 also Why oy on-teivial - mldi- copy PRS tmplics
Single-copy PRS with omy  desired poly(3) owtput  lenshh,



