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This makes them impractical for most applications!
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This motivates pseudorandom unitaries [JLS18].

PRUs: efficiently-computable unitaries that
are indistinguishable from Haar-random.

PRU A~ Haar random
NS
U < {U;} / U < SU2™)

computationally indistinguishable

Classical analogue: pseudorandom functions
(PRFs) or pseudorandom permutations (PRPs)
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Same construction
This work: PRUs exist as [MPSY24]:

(if one-way functions exist) [PRP])( PRF]X[ C ]

New technique: the path-recording oracle
e efficient simulation of Haar-random unitaries

 only uses basic quantum info (purification)
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In fact, we go a step further.

In the [JLS18] PRU definition, the distinguisher
only queries U. What if it queries U and U'?

We also prove that “strong” PRUs exist
(assuming OWFs).

Construction: [ C, ]X[PRP]x[PRF]x[ C, ]

But for this talk, I'll focus on the weaker notion.
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Warmup: simulating a random function

%, | random
A fﬁx_) f

efficient simulation
If x is new:

e sample random y
* store (x,Vy)

If x was seen before:
e return stored y

Clearly identical from A’s point of view!
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[Z19] simulates this via the compressed oracle.

Our path-recording oracle is a unitary analog of [Z19].
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e R = {(xly )'1); er (xt; yt)}
e sumovery & {y, .., V¢}

(actually, we should have a

-/yGER
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Note: prO is an isometry.

in front)

Intuition: |y)|R U {(x, y)}) uniquely determines |x)|R).
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* R = {(le yl); ) (xt; yt)}

:fg : prO:} z (VIR U{(x,¥)}) * sumovery € {yq, .., Yt}
YE&R
_ _ 0 —F —orot
lO):Al'“:At}lAU> 0y [A, =14, '}p

U <« Haar

Efficient simulation

Claim: Ey._yaar |AYY(AY| and p have trace distance < t2/2".
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Example 1: one query on |0)

[0) 9 U |F UI0)  |For U « Haar, this is maximally mixed.
2 o T LN @O
04" F '
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trace out/measure

After tracing out: uniform mixture over |y),
which is maximally mixed.

pro [x})|R) = 2yer, [¥)R U (x,¥)})
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For U « Haar, this is maximally mixed on
the symmetric subspace (swap-invariant).
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prO

Yy.zy, Y1, Y2) & [{(0,¥1),(0,y2)})

trace out/measure

&

Remaining state: |y, y,) + |y, y;) for random
distinct y;, y,. This is swap-invariant +
almost maximally random.

pro [x})|R) = 2yer, [¥)R U (x,¥)})
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The plan: hybrid argument.

The same proof will also show existence of PRUs!
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Step 1: insert random permutation P random +1 diagonal F.
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PF R U

U <« Haar

P« Sy
F<{x1}"

Hybrid 1 = Hybrid 2

Step 2: replace random P, F with a purification.

- Initialize external/ancilla system to }.p ¢ | P, F)

* On each query, apply P - F controlled on |P, F)

68



Hybrid 2 =~ Hybrid 3



Hybrid 2 =~ Hybrid 3

Step 3: For any R = {(x4,y1), ..., (x;, y¢)} can define |®) s.t.

ctl-PF - [x)|Pr) = Xy er, IV Pruey))

70



Hybrid 2 =~ Hybrid 3

Step 3: For any R = {(x4,y1), ..., (x;, y¢)} can define |®) s.t.
ctl-PF - |x)|Pp) = ZyeERY|Y>|CI)RU{(x,y)}>
e Intuition: ctl-PF behaves like prO, up to relabeling |®;) = |R)

/1



Hybrid 2 =~ Hybrid 3

Step 3: For any R = {(x4,y1), ..., (x;, y¢)} can define |®) s.t.
Ctl-PF - [x)|®g) = Xy er, IV Prugx )

e Intuition: ctl-PF behaves like prO, up to relabeling |®;) = |R)

« Actually, {|®y)}z aren’t fully orthogonal. But composing with
U < (2-design) makes the “non-orthogonal” ones hard to find.
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Hybrid 3 = Hybrid 4

Step 4: Turns out prO has the following magical property:
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Hybrid 3 = Hybrid 4

1 [ . apply U®! to the
- ! purifying register
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Hvl AHprHu}l Aqerfu b APHU B O{PTH
U < Haar U < Haar U < Haar U < Haar
P« Sy
F e {£1}"
Hybrid 0 = Hybrid1 = Hybrid2 =~ Hybrid3 = Hybrid 4

How we get PRUs: Hybrid 2 = Hybrid 4 works for any 2-design.
So by a triangle inequality:

PF - (Clifford C) = PF - (Haar U) = Haar U

Finally, replace P and F with pseudorandom.
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The path-recording oracle gives a new way
to analyze Haar-random unitaries.

Meta-approach: to prove a statement about algorithms
that use a Haar-random U, just prove it with prO!

Can be significantly easier than bounding moments of U.

Already several applications:
* [MH24]: elementary proof of [SHH24] gluing lemma
 [ABGL24]: compress PRU key length + other results
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PRU future directions

Complexity: unitary natural proofs barrier?
Math: implications for random matrix theory?

Physics: are random circuits PRUs?

Cryptography:
- relationship to PRPs?
- applications to uncloneable crypto?

- PRUs without one-way functions?

Thanks!



